A Malware Infection
SCENARIO: An employee within your organization downloaded work files to a thumb drive so they could work on the files at home. They then loaded the files onto their personal computer by inserting the thumb drive. The thumb drive was infected with malware while connected to the employee’s personal computer. When re-inserted into a company machine, it infected the organization’s system with the same malware.

· What is your response?

Discussion questions

· Who within the organization would you need to notify?

· How would your organization identify and respond to malware infecting your system through this vector?
· What is the process for identifying the infection vector?

· What other devices could present similar threats?

· What should management do?

· How can you prevent this from occurring again?
· Does your organization have training and policies in place to prevent this?
· Do policies apply to all storage devices?

Processes tested: Detection ability/User awareness

Threat actor: Accidental insider

Asset impacted: Network integrity

Applicable CIS Controls: CIS Control 8: Malware Defenses, CIS Control 9: Limitation and Control of Network Ports, Protocols, and Services, CIS Control 12: Boundary Defense
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