Cyber Disruption Plan Workgroup Charter

Charter The Cyber Disruption Plan (CDP) Workgroup is responsible for developing, reviewing, and recommending
Authority updates to the Oregon Cyber Disruption Response and Recovery Plan.
Mission and Oregon has established an Oregon “Whole of Government Community” Cyber Disruption Response and
Purpose Recovery Plan (OCDRP). This plan brings the governing entities within Oregon together for an inclusive
cybersecurity ecosystem. The Whole Community collaboration provides the greatest defense, response and
rapid recovery against cyber disruption. The Mission of the Cyber Disruption Plan Workgroup is to provide
recommendations to the Oregon Cyber Disruption Response and Recovery Plan and provide education,
tools, and templates to mature cyber response in Oregon.
Members, Members will include a mix of cross governmental organizations. Members will support an inclusive cyber

Roles ecosystem. The chair of the CDP will be a local government member and will serve a 1 year term.

Scope The CDP Workgroup will meet quarterly to share cyber threat information and situational awareness, as well
present cyber education, identify cyber gaps and means to remediate, and network with other cyber
professionals. The CDP Workgroup will recommend updates to the Oregon Cyber Disruption Response and
Recovery Plan annually.

Guiding Principles to guide the content of our work:
Principles e Members act as a representative for their government organization.
e Attend and participate actively in meetings to provide continuity to the discussions.
e Encourage input from other members.
o Actively build trust and promote collaboration in support of a whole of government cyber community.
o |dentify, develop and support ongoing education and training opportunities through collaborative
research projects, community participation in formal and informal training opportunities, and peer-to-
peer presentations and information sharing.
Decision Workgroup will provide Cyber Disruption Response and Recovery Plan change recommendations to Cyber
Making Security Services annually.

Measures of

Increased cyber disruption coordination

success Increased situational awareness information sharing

Increase cross governmental awareness of resources, tools, and capabilities
Meeting Meetings will be held quarterly (January, April, July, October) with a day/time routine as approved by the
schedule membership. Meeting may be held in person or remotely.




