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50 State Governments

State, 
Local, Tribal, 
and Territorial 
Governments

80 DHS-recognized Fusion Centers

6 Territorial Governments

150 Tribal Governments

11,000+ Local Governments

211 Members in the State of Oregon

33 Counties in Oregon

51 K-12 School Districts in Oregon

39 Cities in Oregon

Who We Serve

TLP: WHITE



Conf idential & Proprietary 4

TLP: WHITE

• Register for the MS-ISAC’s services here: 

https://learn.cisecurity.org/ms-isac-registration

• The MS-ISAC Stakeholder Engagement team will 
provide you with next steps:

• Register your HSIN account

• Submit public IPs, domains, and subdomains

• Register for MDBR

• Add additional staff to your account

How to access MS-ISAC resources

https://learn.cisecurity.org/ms-isac-registration
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Security Operations Center

24/7 support for:
✓ Network Monitoring Services
✓ Research and Analysis

24/7 analysis and monitoring of:
✓ Threats
✓ Vulnerabilities
✓ Attacks

24/7 reporting:
✓ Cyber Alerts & Advisories 
✓ Web Defacements
✓ Account Compromises
✓ Hacktivist Notifications

To report an incident or 
request assistance:

Phone: 1-866-787-4722

Email: soc@cisecurity.org

TLP: WHITE
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• CERT (Computer Emergency Response Team)

• 24/7/365 Security Operations Center

• Network Monitoring (Albert)

• Monitoring of IP Range & Domain Space

• MCAP (Malicious Code Analysis Platform)

• CIS SecureSuite®

• Malicious Domain Blocking and Reporting 
(MDBR)

Services Snapshot

TLP: WHITE
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Disseminations & Alerts

TLP: WHITE
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Nationwide Cybersecurity Review

• Annual Self-Assessment

– No Cost

– Anonymous

• NIST Framework

• Cybersecurity Roadmap

– Identify Areas for Improvement

– Justify Investments

https://www.cisecurity.org/ms-isac/services/ncsr

TLP: WHITE
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No cost, network evaluation through CISA.
Near continuous scans for open ports and vulnerabilities. 

Vulnerabilities checked against a large library that an 
internet-based threat actor could exploit. 
Alert notifications sent to organization within 24 hours.

Scans performed based on the criticality of the vulnerability.
(Between 24 hours and 1 week)

Provide a detailed report card outlining key 
new findings, as well as historical data.

TLP:WHITE

CISA Cyber Hygiene Program
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Request your initial assessment with 
CISA at Vulnerability_Info@cisa.dhs.gov

Complete the Service Request form along 
with other required legal documents

Complete the Data Sharing Form

Elect to share your reports with the 
MS/EI-ISAC

TLP:WHITE

CISA Cyber Hygiene Program
How to Enroll



Conf idential & Proprietary 11

Security Focused 
DNS service: 

Blocks malicious domain 

requests before a 

connection is even 

established!

Malicious Domain Blocking and Reporting (MDBR)

No new hardware or 

software required

Helps limit 
infections related to: 

• Known Malware

• Ransomware
• Phishing
• Other cyber threats

TLP:WHITE

Simple 
Implementation:
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1. Organization points DNS requests to Akamai’s DNS server IP 
addresses 

2. Every DNS lookup will be compared against a list of known malicious 
domains

3. Attempts to access known malicious domains such as those 
associated with malware, phishing, and ransomware, among other 
threats, will be blocked and logged

4. CIS will then provide reporting that includes information related to 
the blocked requests and assist in remediation if needed

How MDBR Works
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How MDBR Works
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• Summary PDF reports and associated blocked logged data will be 
sent on a weekly basis, identifying both high-level and detailed 
information on blocked requests, broken down by:

– Severity

– Threat type

– Confidence level (known or suspected)

– Top domains blocked

– Reasons malicious domains are believed to be malicious

MDBR Reporting
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How to Sign Up

1. Visit https://mdbr.cisecurity.org

2. Enter your email address, which will confirm your organization is 
either an MS-ISAC member

3. Once membership is confirmed an email will be sent to you with a 
link to the signup form. We will need the following information:

– Your contact information

– Technical contact(s) for MDBR setup, troubleshooting, and general 
technical support

– Reporting contact(s) for receiving reports on your MDBR service

– Public IP addresses or CIDR netblocks from which your organization’s 
DNS queries are sent

https://mdbr.cisecurity.org/
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4. Submitting the form will trigger a confirmation email to your 
organization’s primary member, requesting that they review and 
approve the information provided and accept to the terms and 
conditions

5. Once the information is reviewed for accuracy and submitted, and 
the MDBR terms and conditions are accepted, information will be 
provided on MDBR setup instructions

How to Sign Up (Continued) 
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Important Links

How to Sign Up: https://mdbr.cisecurity.org

FAQ: https://www.cisecurity.org/ms-isac/services/mdbr/mdbr-faq/

To Learn More: https://www.cisecurity.org/ms-isac/services/mdbr

https://mdbr.cisecurity.org/
https://www.cisecurity.org/ms-isac/services/mdbr/mdbr-faq/
https://www.cisecurity.org/ms-isac/services/mdbr
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Questions and Answers

TLP: WHITE
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Thank you!

Security Operations Center

24/7 Phone Number

1-866-787-4722

soc@cisecurity.org

Kyle Bryans

Senior Program Specialist

518-880-0747

Kyle.Bryans@cisecurity.org

Contact Us


