Incident Response

You are authorized to take whatever actions you deem appropriate 
to secure data and systems from further potential threats

1. INVESTIGATE

· Determine if an incident has occurred.
· If it cannot quickly be determined, proceed as if an incident has occurred. 
· Begin documenting who, what, and when.

2. ISOLATE

· 2. Determine which systems were impacted, and immediately isolate them from the network.
· If several systems or subnets appear impacted, take the network offline at the switch level. It may not be feasible to disconnect individual systems during an incident. 
· If taking the port, vlan, switch or network temporarily offline is not immediately possible, locate the network (e.g., Ethernet) cable and unplug affected devices from the network or remove them from Wi-Fi to contain the infection.
· Only in the event you are unable to disconnect devices from the network, power them down to avoid further spread of the ransomware infection. An example is a laptop on Wi-Fi if you are unable to turn off its wireless.

3. ESCALATE

· Communicate to all available IT leadership that an incident may be in progress.
· This will begin the full incident response process.
· In the absence of management or immediate directive or communication, you are authorized to take whatever actions you deem appropriate to secure data and systems from further potential threats. Consult the Incident Response Plan and supplemental guides if you are unsure what to do next.

