(TLP:WHITE)
Greetings state, local, tribal, and territorial partners,

CISA has released a GitHub Log4j Scanner. This repository provides a scanning solution for the Log4j
Remote Code Execution vulnerabilities (CVE-2021-44228 & CVE-2021-45046). The Log4j scanner is
derived from other members of the open-source community by CISA to help organizations identify
potentially vulnerable web services affected by the Log4j vulnerabilities.

CISA Recommendations:

e Review the GitHub site

We kindly request any incidents related to this product be reported to CISA at https://us-
cert.cisa.gov/report, Central@cisa.dhs.gov, or 888-282-0870.

The information and code in this repository is provided "as is" and was assembled with the help of the
open-source community and updated by CISA through collaboration with the broader cybersecurity
community.

CISA does not endorse any commercial product or service, including any subjects of analysis. Any
reference to specific commercial products, processes, or services by service mark, trademark,
manufacturer, or otherwise, does not constitute or imply their endorsement, recommendation, or favoring
by CISA.

VIR,

CyberLiaison

Cybersecurity Division

Cybersecurity and Infrastructure Security Agency
CyberlLiaison SLTT@cisa.dhs.gov

(TLP:WHITE)

Please note that this message is marked TLP: WHITE. We encourage you to share it within your
organization and with your partners.
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