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Executive Summary

The Multi-State Information Sharing and Analysis Center® (MS-ISAC®) Cyber Threat Intelligence Team and
Elections Infrastructure Information Sharing and Analysis Center® (EI-ISAC®) assess with high confidence that
SLTTs, election offices, and critical infrastructure are at a significantly heightened risk from cyber-attacks if Russian
aggression against Ukraine persists and elicits a U.S. response. U.S. President Joseph R. Biden publicly stated
that if Russia invades Ukraine, there would be a “swift, severe, and united response” from the United States.*
Possible responses discussed publicly include economic sanctions targeting specific sectors of the Russian
economy/government and suggestions of reactive cyber operations.? These actions would increase the risk of
cyber-attacks against SLTTSs, elections infrastructure, and critical infrastructure. SLTTs should continue to monitor
the situation and follow the recommendations at the end of this report.

Substantive Analysis

U.S. actions taken to punish Russia for renewed incursions into Ukraine will likely lead to a response from Russia.
Retaliatory offensive cyber operations represent options Russia would pursue, as stated by Russian President
Vladimir Putin in December 2021.% In this scenario, SLTTs likely would see an increase in cyber-attacks that aim to
disrupt operations or destroy systems. It is also possible that Russian cyber-attacks against Ukraine, as part of a
larger operation, could quickly spread beyond Ukraine’s borders and impact entities around the globe.

The level of possible offensive cyber operations against SLTTs would be driven by the severity of U.S. responses
enacted. Possible avenues for a Russian response include increased Russian cybercriminal activity, nation-state
activity, or both. Previous Russian-orchestrated cyber campaigns involved the use of destructive malware, and the
widespread use of dis/misinformation.

Russian Destructive Malware

Russia deployed various destructive malware campaigns in the past, such as ransomware from Russian
cybercriminal groups; nation-state malware, such as NotPetya; and a current Master Boot Record (MBR) wiper
malware campaign. The 2017 NotPetya deployment against Ukraine represents a relevant example. NotPetya
quickly spread globally, in part due to leaked National Security Agency (NSA) exploits like EternalBlue crippling
entities, such as global shipping company Maersk.*

More recently, on January 13, 2021, Microsoft Threat Intelligence Center (MSTIC) identified a (MBR) wiper malware
campaign named WhisperGate, which spans multiple government, non-profit, and information technology
organizations, all based in Ukraine.® This malware disguises itself as ransomware, leaving a fake ransom note while
actually wiping data from the infected system.

Russian Cybercriminal Activity

Reports detailing the Russian government leveraging cybercriminal entities dates back to the late 90s when the
FSB (Federal'naya Sluzhba Bezopasnosti), Russia’s domestic intelligence and security service, coerced
cybercriminals to act as internal proxies to deface pro-Chechen websites.® More recently, commodity malware and
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cybercriminal groups have emerged, such as Dridex operated by a group known as Evil Corp. A growing body of
evidence showcases some cybercriminals can also serve as an extension of Russian state interests on occasion,
making it more unlikely that these specific individuals will face justice in Western courts unless they travel to a
country willing to arrest and extradite them, such as Alla Witte in 20217or Dridex administrator Andrei Ghinkul in
2014.%%° When Russia is confronted about harboring cybercriminals within its borders, Russian officials often
exercise plausible deniability and deflect blame citing the West's role in enabling cybercrime.*®

In January 2022, the FSB stated it dismantled ransomware criminal group REvil at the request of the U.S. This is
in response to the Colonial Pipeline cyber-attack in May 2020. * It is likely that Russia will use this sudden
cooperation as a bargaining tool during U.S.-Russian diplomatic responses to Ukraine, as the arrest took place
shortly after Russia began amassing military equipment and personnel along the Ukrainian border. Cybercriminals
will likely hesitate to conduct any operations of their own unless Russia moves forward with an invasion, capitalizing
on the uncertainty of the situation with phishing lures associated with the activity.

Russian Disinformation Campaigns

Russian mis/disinformation campaigns were well documented during the 2016 U.S. Presidential election.'?These
campaigns leveraged social media to push false information, cast doubt on legitimate information, and inflame
tensions. It is likely that any Russian incursions into Ukraine would employ disinformation campaigns in an attempt
to shift narratives. There is evidence that Russia already launched disinformation campaigns, with the United States
announcing on January 20%, that it was sanctioning four individuals in Ukraine for spreading Russian
disinformation.*®

Analytic Confidence

Analytic confidence in this assessment is moderate. Source reliability is high with minimal conflict among sources.
The analysts used circleboarding and multiple scenarios generation techniques in this analysis.

For questions or comments, please contact us at intel@cisecurity.org.

Recommendations
Take the following actions to prepare for a potential increase in cyber-attacks.

e Implement the CIS Critical Security Controls to harden environments and maximize protection.

e Review and implement the CISA Insight on implementing cybersecurity measures now to protect against
potential critical threats.

e For further recommendations on protecting against destructive malware review Mandiant’s white paper on
Proactive Preparation and Hardening to Protect Against Destructive Attacks.

e Develop an emergency response plan and be prepared to communicate what actions you are taking in the
event of a cyber-attack.

e Exercise caution when sharing information found online. If you identify misinformation about your
office/organization please send it to misinformation@cisecurity.org.

e Continue to monitor for confirmed information from the MS/EI-ISAC and CISA.
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